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I.
Introduction
While privacy is a core component of United States law, new technologies have raised
questions about the circumstances under which U.S. citizens can expect their data to be safe
from access by the government. This paper begins an analysis and discussion of U.S. law
and surveillance practices, measured against two key principles in the International
Principles on the Application of Human Rights to Communications Surveillance. 1 This
document of 13 principles was created by legal experts worldwide to clarify how
international human rights law applies in the current digital environment, particularly in
light of the increase in and changes to Communications Surveillance technologies and
techniques. The Principles are firmly rooted in well-established human rights law. In
particular, they draw on the rights to privacy, freedom of opinion and expression, and
freedom of association as guaranteed in international human rights instruments.
Although this paper does not provide exhaustive coverage of all state and federal laws
governing communications surveillance in the United States it does identify and discuss
significant themes present in U.S. surveillance law. Specifically, the paper addresses how the
U.S. Constitution as well as a range of federal and state laws address the values of Legality
and Proportionality outlined in the Necessary and Proportionate Principles.
First, the advent of new technologies has unfortunately created uncertainty surrounding the
application of U.S. law to modern surveillance practices. Additionally, some outdated laws
and complicated applications of previous laws result in a situation in which U.S. law fails to
meet the standards of clarity and precision outlined by the Principle of Legality.
Furthermore, while the Proportionality Principle is reflected on paper in both
constitutional law and statutory law, the government's actual use of new surveillance
technologies runs contrary to this principle. Again, the result is that violations of the
Proportionality Principle are widespread, including in the National Security Agency's bulk
collection of data and the powerful broad surveillance tools increasingly used by local law
enforcement agencies.
Even as courts struggle to reach a consensus on how aging laws will apply to new
surveillance technologies, some state legislatures are innovating to protect the privacy of
their citizens. Ultimately, in order to create a unified standard for government access to a
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range of different types of electronic data, it may be necessary for the United States
Congress to adopt comprehensive communication surveillance reform.
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II.
The Legality Principle
The first of the Necessary and Proportionate Principles is “Legality.” This principle means
that any limitation on the right to privacy must be prescribed by law. Specifically, the State
must not adopt or implement a measure that interferes with the right to privacy in the
absence of an existing, publicly reviewable law which meets a standard of clarity and
precision that is sufficient to ensure that individuals have advance notice of its application.
As the European Court of Human Rights has explained, “Firstly, the law must be
adequately accessible: the citizen must be able to have an indication that is adequate in the
circumstances of the legal rules applicable to a given case. Secondly, a norm cannot be
regarded as a ‘law’ unless it is formulated with sufficient precision to enable the citizen to
regulate his conduct: he must be able—if need be with appropriate advice—to foresee, to a
degree that is reasonable in the circumstances, the consequences which a given action may
entail.”2 Thus “legality” requires that laws be clear, non-secret, and subject to oversight, and
that such laws not vest governmental officials with excessive discretion.3
Generally, domestic U.S. law comes from two sources: (1) federal or state constitutions; and
(2) federal or state statutory law. Until recently, both federal and state constitutional and
statutory law was lagging far behind technological advancements. As it relates to the
Principle of Legality, this situation disadvantaged citizens, who were unable to effectively
regulate their conduct or understand with certainty the legal process the government was
required to follow before accessing sensitive protected information or conducting electronic
surveillance. But in the last several years, courts and legislatures at both the federal and state
level have become more engaged in regulating electronic surveillance. Some have even
extended privacy protections to citizens in new ways.

A. The Legality Principle in U.S. Law
Constitutional Protections
The most important source of regulation for electronic surveillance is the Fourth
Amendment to the United States Constitution, which prohibits the government from
engaging in unreasonable searches and seizures. This generally requires law enforcement to
obtain a “search warrant” before searching a place, including electronic devices and other
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forms of digital data. A “search” under the Fourth Amendment is defined as either (1) a
government trespass onto private property for the purpose of obtaining information; or (2)
a government intrusion into a place where a person has a subjective expectation of privacy
that society would accept as reasonable.4 The Fourth Amendment is a baseline; states and
the federal government are free to provide stronger protection for citizens through
legislation or state constitutions.5
Because the U.S. Supreme Court—the final arbiter of constitutional law in the United
States—only decides a handful of cases each year, the government often relies on older,
analog cases to decide questions of modern search and seizure.
For example, in the 1970s, the U.S. Supreme Court ruled police could search items found on
individuals, like a pack of cigarettes, without a warrant or individualized suspicion after they
were arrested.6 When cell phones became ubiquitous by the end of the 21st century, the
government routinely argued that cell phones were the equivalent of a pack of cigarettes,
and they were free to rummage through it at will. Lower courts reached conflicting opinions
on the issue, leading to different rules in different parts of the country.7
In 2014, the issue was resolved definitively when the U.S. Supreme Court ruled in Riley v.
California, 134 S.Ct. 2473 (2014) that police were not permitted to search the data on a cell
phone of an individual who had been arrested without a warrant. Riley rejected as
“strained” an attempt to treat a cell phone as equivalent to a physical item like a pack of
cigarettes. Instead, the Court conducted an independent analysis of the nature of digital
data and found the privacy concerns were great enough to require that police use a warrant.
The ruling focused specifically on the fact that digital data was qualitatively and
quantitatively different than physical items and found that a rule that allowed the search of
a cigarette pack could not be extended to the data on a cell phone.

Riley provides a blueprint for how courts can ensure that surveillance is conducted in a way
that meets the Principles’ standard for Legality. The decision, which was publicly available,
created a clear rule that did not give government officials excessive discretion. Instead, it
provided the government with a standardized framework for accessing digital data from
individuals arrested—using a search warrant—and put citizens on notice about their
privacy rights.
Other courts should follow the lead of Riley and create clear rules that the government can
easily follow and that citizens can understand.
T h e Riley approach is implicated in other technological tools available to police. For
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example, there is currently a vigorous debate in the U.S. about whether police must use a
search warrant to obtain historical cell-site information, the cell phone service provider’s
record of with which tower a particular phone connects. This sensitive data can reveal a
person’s physical location over an extended period of time, painting an intimate portrait of
every place a cell phone owner travels. In the 1970s, the U.S. Supreme Court ruled that there
was no right of privacy in records held by third parties, including records of which phone
numbers a person dialed.8 The government has used this analog precedent to argue there is
no privacy right in cell phone location records either, even though cell phone location
records are far more revealing than the relatively simple phone dialing records reviewed by
the Court in the 1970s.
While the U.S. Supreme Court has yet to weigh in on this issue specifically, at least one
justice has signaled it is time “to reconsider the premise that an individual has no reasonable
expectation of privacy in information voluntarily disclosed to third parties” as “this
approach is ill suited to the digital age, in which people reveal a great deal of information
about themselves to third parties in the course of carrying out mundane tasks.”9 And since
2013, the high courts of three states—Massachusetts, New Jersey, and Florida—have
adopted the Riley Court’s mode of analysis and ruled police need a warrant to obtain
historical cell-site location information.10 L i k e Riley, these courts focused on the
quantitative and qualitative nature of the information sought by the government in
determining the legal protection that should apply. And they all settled upon a clear rule—
requiring a warrant, based on probable cause—rather than an ad hoc, multi-factor test that
officers would have difficulty applying in the field and that the public would have difficulty
understanding.
Legislative Protections
Within the United States, constitutional protections are just a baseline; legislatures at both
the federal and state level are permitted to go further than what the federal Constitution
provides and grant even stronger legal protection.
In fact, the U.S. Congress did exactly that in 1986 when it passed the Electronic
Communications Privacy Act (ECPA), intending to provide legal protection to electronic
data and records generated by electronic devices and stored by service providers. ECPA was
a response to the U.S. Supreme Court decisions of the 1970s finding no right of privacy in
records held by third parties; Congress decided to legislate privacy protections in the
perceived absence of constitutional protection. But since its passage in the 1980s, ECPA has
not been reformed to account for modern technology, resulting in gaps in privacy
protection.
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This is most vividly demonstrated in ECPA’s treatment of the contents of electronic
communications like emails or text messages. Under ECPA, the government must use a
warrant to obtain the contents of electronic communications from a service provider if the
message is in electronic storage for 180 days or less. 11 But once a message is in storage for
more than 180 days, the law does not make clear that a warrant is required and the
government may attempt to obtain messages through lesser process.12 This 180-day dividing
line is a relic of the era: in the 1980s, online storage was small and Congress presumed most
people would download their important messages onto their computers—protected by the
Fourth Amendment—and any messages still in electronic storage after 6 months were
effectively abandoned. Today, people use email quite differently: the advent of cloud
computing and smart phones has resulted in people keeping their messages online in order
to access them everywhere rather than downloading them onto their computers.
Unfortunately, Congress has failed to update ECPA since the 1980s. So even though the way
people use email has dramatically changed, the law has failed to keep pace.
At the state level, many states have passed laws providing greater privacy protection than
ECPA.13 Some states have passed laws requiring police use a warrant to obtain the contents
of electronic communications—regardless of their time in storage.14 Other states have passed
laws requiring a warrant before police can track a person’s location with a cell phone. 15
Most impressively, in 2015 California passed a comprehensive surveillance reform law.
Discarding the patchwork of laws that had previously governed law enforcement access to
personal information in California, the new law imposes a single warrant requirement for a
variety of different types of protected information. Now, for example, in order to obtain
emails, texts, or any private document stored by a third party, the police must obtain a
warrant issued by a neutral magistrate. That same warrant requirement applies to
information about a person’s location and to electronic communication “metadata.” 16

B. Areas of U.S. Law Requiring Further Development of the
Legality Principle
The Legality Principle requires public access to laws governing surveillance, but United
States’ electronic surveillance law is plagued by secrecy. This is true for both national
security surveillance and for surveillance conducted for domestic law enforcement purposes.
Although numerous Constitutional principles exist in U.S. law to guarantee citizens the
right to access and understand the law,17 these principles are honored more in the breach in
the electronic surveillance context.
First, in the national security context, the executive branch regularly invokes its
“classification” authority18 to conceal legal opinions or judicial decisions concerning
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surveillance from public disclosure. In 1978, the United States established a specialized
court, the Foreign Intelligence Surveillance Court (“FISC”), to hear applications from the
government concerning national security surveillance.19 After the terrorist attacks of
September 11, 2001, the government began petitioning the FISC for increasingly aggressive
authority to conduct surveillance within the United States. Because the FISC’s proceedings
were secret and ex parte, the government succeeded in convincing the court to authorize a
number of legally dubious surveillance programs. 20 And, because of the executive’s
classification assertions, those legal opinions remained secret until 2013—when the
government declassified many FISC decisions in the wake of Edward Snowden’s leaks. The
USA FREEDOM Act, a national security reform package passed into law in 2015, addressed
this problem: the new law requires the government to declassify and release any
“significant” legal interpretation of the FISC. 21 Although FISC decisions now must be
disclosed, some national security surveillance programs are never authorized by courts and,
thus, their legal review (if any exists) remains hidden within the executive branch. Secret
legal interpretations authorizing new surveillance techniques are likewise a problem in
domestic law enforcement investigations. Typically, prosecutors and law enforcement
officials petition trial court or magistrate judges, ex parte, to issue orders authorizing
surveillance. The government typically requests that these applications remain under seal
and not available to the public so that targets of investigations are not alerted to the fact of
the investigation. Although seemingly logical, problems arise when: (1) the surveillance
applications are never unsealed, and (2) the use of the surveillance technique is not
disclosed, even when it contributes to a criminal prosecution.22 These factors have worked
to conceal law enforcement surveillance techniques—like the use of IMSI catchers or
government malware—from public scrutiny and legal challenge.
The Legality Principle also requires clarity, and the United States’ approach to
communications surveillance—taken as a whole—is anything but. As described above, the
patchwork of laws governing access to data varies based on, at least, the following factors:
(1) whether it is a state or federal investigation;
(2) whether a state has adopted more protective rules governing access to information;
(3) whether the investigation is done for law enforcement or intelligence purposes;
(4) whether the information sought is considered “content” or “metadata;”
(5) whether the information sought is “stored” or acquired in “real-time;” and
(6) whether the information is kept with a third party.
Any one of those factors, taken individually or in combination, can affect whether a court
order is required to access the data and the relevant standard the government must satisfy to
access the information.
10

The piecemeal approach taken within the United States stems from the absence of federal
legislative or judicial action creating a clear and consistent nationwide standard. For
example, the landmark legislation passed in California applies only to California law
enforcement agencies. Other state and federal officials accessing the same information as law
enforcement agencies in California may be able to obtain that information under different
legal standards and using different legal process. Although calls have been made for a
complete overhaul of federal surveillance laws, so far, none have managed to pass through
both bodies of the U.S. Congress. Until such a comprehensive approach is taken, the laws
governing access to personal information throughout the United States will continue to
lack clarity.
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III.
The Proportionality Principle
The second Principle addressed here is “Proportionality.” Under it, communications
surveillance should be regarded as a highly intrusive act that interferes with human rights
and threatens the foundations of a democratic society. Decisions about communications
surveillance must consider the sensitivity of the information accessed and the severity of the
infringement on human rights and other competing interests.
This assessment requires a State, at a minimum, to establish:
(1) there is a high degree of probability that a serious crime or specific threat to a
Legitimate Aim23 has been or will be carried out;
(2) there is a high degree of probability that relevant and material evidence of such a
serious crime or specific threat to a Legitimate Aim would be obtained by accessing
the Protected Information sought24;
(3) other less invasive techniques have been exhausted or would be futile, such that the
technique used is the least invasive option;
(4) information accessed will be confined to that which is relevant and material to the
serious crime or specific threat to a Legitimate Aim alleged;
(5) any excess information collected will not be retained, but instead will be promptly
destroyed or returned;
(6) information will be accessed only by the specified authority and used only for the
purpose and duration for which authorization was given; and
(7) that the surveillance activities requested and techniques proposed do not
undermine the essence of the right to privacy or of fundamental freedoms.
Again, within the United States, the Proportionality Principle is traditionally reflected in
both constitutional law and statutory law. Indeed, the interests protected by the
Proportionality Principle are deeply embedded in federal and state constitutions; and many
statutes regulating electronic surveillance implement protections similar to those
contemplated by the Principle. However, new surveillance technology and an increase in the
volume of data available through communications surveillance have complicated the
application of these Principles, resulting in some government surveillance activities that lack
Proportionality.
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A. The Proportionality Principle in U.S. Law
Constitutional Protections
The touchstone of the Fourth Amendment—as described above, the federal constitutional
amendment most relevant to communications surveillance—is “reasonableness.” 25 In
general, warrantless searches that intrude on a person’s reasonable expectation of privacy are
presumptively unreasonable and thus prohibited.26 The warrant requirement ensures the
application of many of the protections embodied in the Proportionality Principle.
First, a warrant to conduct a search or seizure can be issued only on a showing of “probable
cause.”27 This requires a government official to provide credible information that would
allow the reviewing magistrate to conclude that there is a fair probability that the search will
yield evidence of a crime.28 The “probable cause” requirement mimics the protections
afforded in the first and second requirements of the Proportionality Principle.
Second, the warrant must describe the things to be searched or seized with “particularity.”
The particularity requirement prohibits general searches and ensures that the search will be
limited in duration and scope. 29 The need for particularity closely mimics the fourth
requirement of the Proportionality Principle—that the “information accessed will be
confined to that which is relevant and material.”
These Fourth Amendment principles have been tested—and stretched—in their application
to new methods of surveillance, like cell-site simulators, as well as communications
surveillance that sweeps in large amounts of communications data, like the NSA’s bulk
surveillance programs or law enforcement “cell tower dumps.” Thus far, the Supreme
Court has not addressed the Fourth Amendment implications of these new forms of
communications surveillance, leaving the lower federal courts to initially grapple with the
issues. Cell-site simulators (also known as “IMSI Catchers” or “Stingrays”) implicate Fourth
Amendment “reasonableness” concerns—both because of the large volume of information
swept up and because of the sensitivity of the location information obtained through their
use.30 Increasingly, lower federal courts have shown a reluctance to approve the use of cellsite simulators without a warrant based on probable cause.31 In light of this increasing
resistance, the United States Department of Justice recently announced that federal law
enforcement agencies would be required to seek a warrant prior to use of a cell-site
simulator.32
Even before these changes, many state supreme courts already afforded greater clarity—and
greater constitutional protection—for location information obtained from a person’s cell
phone. For example, the Florida Supreme Court (the highest state court in Florida) has
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determined that police use of real-time cell-site information without a warrant violates the
Fourth Amendment.33 Similarly, the New Jersey Supreme Court determined that, under
New Jersey’s state Constitution, warrantless access to historical cell-site information was
prohibited.34
Similar Fourth Amendment concerns exist concerning “cell tower dumps”—law
enforcement acquisition of records for all cell phones that connect with a specific cell phone
tower. Some federal judges have concluded that law enforcement attempts to obtain access
to cell tower connection records violate the Fourth Amendment.35 At least one judge has
concluded that cell tower dumps constitute “very broad and invasive search[es] affecting
likely hundreds of individuals” requiring, at a minimum, a warrant based upon probable
cause.36
Indeed, some judges have recognized that cell tower dumps and cell-site simulators are so
intrusive that a warrant should issue only if it contains additional privacy protections—
protections aimed at safeguarding the privacy of innocent parties whose data are swept up
in the surveillance.37 These concerns echo the fifth requirement of the Proportionality
Principle concerning the retention of “excess material” and its prompt destruction or
return.
Finally, in addressing questions of mass surveillance of Americans’ call records, at least one
federal judge has concluded that the National Security Agency’s program failed to satisfy
the tailoring requirements of the Fourth Amendment. As the judge noted:

[The NSA’s call records surveillance program] is not, as an initial matter, a
discrete or targeted incursion. To the contrary, it is a sweeping, and truly
astounding program that targets millions of Americans arbitrarily and
indiscriminately.
The failure to apply any discriminating criteria or tailoring of the surveillance—in other
words, the absence of Proportionality—rendered the program unconstitutional in the
judge’s view.38
Legislative Protections
The values embodied in the Proportionality Principle are additionally expressed—and given
additional reach beyond that afforded by the Constitution—in legislation at the federal and
state levels.
One of the United States’ earliest laws governing communications surveillance—the
Wiretap Act—codifies many values embodied in the Proportionality Principle, and
superimposes additional procedures beyond the probable cause required by the federal
14

Constitution. Among other things, the Wiretap Act requires that government officials
demonstrate that (1) they are investigating one of a series of specific, serious crimes; (2) there
is probable cause to believe that the surveillance will yield communications about that
serious crime; and (3) normal, less intrusive methods have been attempted or would fail,
among other requirements.39
The Wiretap Act does not govern all communication surveillance within the United States,
however. For example, a separate set of laws governs surveillance in the national security
context;40 and the Wiretap Act, and its later amendments, only apply to “real-time”
interception of the contents of communications, leaving different statutory protection at
the federal level for “stored” communications, like email, or information associated with a
communication, like location information or metadata. 41
In light of those gaps, several states have passed laws affording greater protection for citizens
and further restricting communications surveillance. Again, as described above, California’s
landmark 2015 communications surveillance legislation now requires police to obtain a
warrant in order to obtain a person’s location information and to obtain some forms of
metadata associated with electronic communications. Other states—like Utah42 Virginia,43
and Minnesota44—have passed laws requiring a warrant before law enforcement may access
location information.

B. Areas of U.S. Law Requiring Further Development of the
Proportionality Principle
Despite the protections described above, the Proportionality Principle is not uniformly
adhered to throughout U.S. law. Violations of the principle frequently occur in surveillance
involving communications “metadata”—like the NSA’s practice of collecting call records in
bulk or law enforcement attempts to obtain “tower dumps.” Although courts, like those
described above, are beginning to recognize the sensitivity of metadata collection—
especially when that collection occurs in bulk—those courts remain in the minority. The
majority of courts still view metadata collection—even in bulk—as unworthy of
constitutional protection. The legal theories animating bulk metadata collection exploit the
differing level of protections afforded communications “content” and “metadata” under
U.S. law. Under controlling Supreme Court precedent from the 1970s, described supra,
individuals do not have Fourth Amendment interests in the collection of at least some
quantity of records stored with third parties.45 Based on that precedent, however, some
courts have incorrectly concluded that there can never be a constitutionally recognized
interest in communications metadata. As the Foreign Intelligence Surveillance Court held,
in a decision upholding the constitutionality of the NSA’s call record collection program:
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Where one individual does not have a Fourth Amendment interest,
grouping together a large number of similarly-situated individuals cannot
result in a Fourth Amendment interest springing into existence ex nihilo.46
Such a conclusion plainly violates the Proportionality Principle. Indeed, the “grouping
together” of the information of “large number[s]” of people fundamentally alters the
sensitivity of the data: what, in isolation, might not be revealing is radically transformed by
the very act of “grouping together.” Decisions such as these stray from the Fourth
Amendment’s core “reasonableness” requirements and, as such, violate the Principle of
Proportionality.
In the United States, the absence of Proportionality is not limited to surveillance involving
metadata. For example, the NSA scans the content of large quantities of international
Internet traffic, searching for email addresses or other identifiers of targets of interest.47 This
so-called “about” surveillance is done without particularized warrants or authorization from
a court and results in a search of millions of innocent, untargeted citizen’s Internet traffic.
Again, stricter adherence to the Fourth Amendment’s touchstone—“reasonableness” would
prohibit this type of surveillance. But such sweepingly broad surveillance plainly lacks
Proportionality.
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IV.
Recommendations
•

Courts should require that opinions authorizing new surveillance techniques or
raising novel questions of law and technology are made publicly available as soon as
possible. If disclosure of the specific opinion is not possible because of national
security or law enforcement concerns, then a non-sensitive summary should be
prepared and released that informs the public of the nature of the legal dispute and
court’s conclusions.

•

Using California’s comprehensive surveillance reform as a model, federal or state
surveillance reform must not create arbitrary distinctions between types of
protected information, such as the distinctions that currently exist between
“content” and “metadata,” or “stored” and “real-time” communications. Instead,
access to protected information must be predicated on an order issued by a neutral
magistrate based on probable cause.

•

That reform must also include protection for location data, such as information
collected by cell-site simulators, and ensure this data is not collected without an
order based on probable cause issued by a neutral magistrate.

•

Courts should recognize and enforce the Fourth Amendment’s fundamental
“reasonableness” requirement and thus prohibit government attempts to collect or
analyze protected information in bulk or other ways that effectively eliminate the
ability to engage in private communication.
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